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* OWASP Query Parameterization Cheat Sheet
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* OWASP Testing Guide: Chapter on SQL Injection Testing
FAt

* CWE Entry 77 on Command Injection
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* CWE Entry 564 on Hibernate Injection
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* OWASP Authentication Cheat Sheet

* OWASP Forgot Password Cheat Sheet

* OWASP Session Management Cheat Sheet

* OWASP Development Guide: Chapter on Authentication
* OWASP Testing Guide: Chapter on Authentication
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* CWE Entry 287 on Improper Authentication

* CWE Entry 384 on Session Fixation
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* OWASP XSS Prevention Cheat Sheet

* OWASP DOM based XSS Prevention Cheat Sheet

* OWASP Cross-Site Scripting Article

* ESAPI Encoder API

* ASVS: Output Encoding/Escaping Requirements (V6)
* OWASP AntiSamy: Sanitization Library

* Testing Guide: 1st 3 Chapters on Data Validation Testing
* OWASP Code Review Guide: Chapter on XSS Review
* OWASP XSS Filter Evasion Cheat Sheet
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* CWE Entry 79 on Cross-Site Scripting
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OWASP

* OWASP Top 10-2007 on Insecure Dir Object References
* ESAPI Access Reference Map API

* ESAPI Access Control API (See isAuthorizedForData(),
isAuthorizedForfFile(), isAuthorizedForFunction())

FZ P skl FESR, 35 M ASVS requirements area for
Access Control (V4),
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* CWE Entry 639 on Insecure Direct Object References
* CWE Entry 22 on Path Traversal (—/AE#x% 3] B 85T
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OWASP

* OWASP Development Guide: Chapter on Configuration
* OWASP Code Review Guide: Chapter on Error Handling
* OWASP Testing Guide: Configuration Management

* OWASP Testing Guide: Testing for Error Codes

* OWASP Top 10 2004 - Insecure Configuration Management
AT VR T RZAUR M 7RG S, 155 W._ASVS

requirements area for Security Configuration (V12).

FoAt

* PC Magazine Article on Web Server Hardening

e CWE Entry 2 on Environmental Security Flaws

« CIS Security Configuration Guides/Benchmarks
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T BRI T 2 U R A 5 75 SRR DRI 8E S 1) AH 5% )
152 JLASVS req’ts on Cryptography (V7), Data Protection
(V9) FlCommunications Security (V10).
* OWASP Cryptographic Storage Cheat Sheet
* OWASP Password Storage Cheat Sheet
* OWASP Transport Layer Protection Cheat Sheet
* OWASP Testing Guide: Chapter on SSL/TLS Testing
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¢ CWE Entry 310 on Cryptographic Issues

e CWE Entry 312 on Cleartext Storage of Sensitive Information
e CWE Entry 319 on Cleartext Transmission of Sensitive
Information

e CWE Entry 326 on Weak Encryption




ThRe SV Al R IR

A7

% @unnnm l EEL R ) 24T +lllll-l"l'. HAEm | @ "

B - M

D ; Him i A AR R N .

JAzEE iy 0, | 4 thats LR /)b -4t
AT N AT E% U5 | B 2 g i) | R AE P AN o2 BE IR R OR3P TUIED | IXRhiR T SR VG | 25 R 2R R X DD g
AR IGAER T LA W RS, ARE S Ko A DIRE NP i 2 @ i M EORAE |38 U7 MR | S LA 2 Eediw (1
RIS R P A PR i S s 2L, T RSB B AR I JPRA | EhRe. EELERTh Ll dr .
EAMER. BEA AR X | AR AR R A, SR, A | AR RGN 51 4h S e ) LR
FAPTRTUAYT I RAN ARV 1 S e v | AT e 1 ZHF. %%5%Qﬁ$ﬁ
UL ? SCel i 2 A T AR st R R AR 5 . SRR A B T AR P ) 22
AT RAVT I 55 |V IR SZRAP AORL | sz o P 5 7 7 W 2 ] g Ao £ 9 T B0 -
A RFRLI) Y T 2 UNECI FHHEE: (URL) & A

AT AL TR ] I 2

o N PR P 15 IR0 AT R A 1 D REZR A U7 1) ) i i 7 1%
FEYGERE— N R P IO DI RE -

1L MRS (UD REAAAERIR B RER T AL ?

2. HRS5 A ) B A B AL T RE 2 15 6 3 2

3. M5 A v RS B T AU T B SR 5 L

TFEARBEERI LU T, Se LURFBURL S 0y 58— S K D g,
SR JE LA E 7 S T R 52 R U G SRR 55 4 ) i
IARZABL, S MR AT RE 7 7 32 Biakr . — Sl B
BRI 7 A

e AT Ll A AR B U7 T 3 i A S 1 A — i —
HNESEVTER AR A E B AT 2 Ve S W YRR - AR Tl
BOH IR AR T

H A T B A K AT e R DX L ]

LT 1k ?

SIS PR B0 P — 07 5 T4 LR, 3

BEAE BT AT 5 THRE P bt B R, th— ks

AL AT PR BE R R4

L TR R IR ALY 25 0T T
ERTNS I T

2. BUTHUBIEGRATRIL R, BIRARTE . A T4
ATHRERIVIIEL, 7 IR TR A L LB

3. WIS T IR, RSN 04
RARITFLLTIRE AT R s

HERE: 2 Hweb I AL RN RE B A

FLRICH “EBUZ A R SbR IR SRR 0

AU TSI 5 R R

Bk 2241

EHas: b E UL E X B AaMak. a0 RS
WX HEAR T B S A 36l . IR 5 “admin_getapplnfo” TTTH
REEET AR

http://example.com/app/getappinfo

http://example.com/app/admin_getappinfo

W ANUERTH AT By 1) _Eab AT — DU, X2 T .
T R I B B A EE A P R RE SR VU IR
“admin_getappInfo” T, X[FEFEZE MET. XAEFRAT
e Brs 2 51 0] 58 2 ORAP AN 2 1 A8 B DT o

Zh2#: — AU T “action” SEh FEARE ITh
e, FEEARPBEREARMMA G, WREFHT
MO, X2,

ZE R

OWASP

* OWASP Top 10-2007 on Failure to Restrict URL Access
* ESAPI Access Control API

* OWASP Development Guide: Chapter on Authorization
* OWASP Testing Guide: Testing for Path Traversal

* OWASP Article on Forced Browsing

N T EVERA TR R R, 162 WASVS

requirements area for Access Control  (V4) .
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* CWE Entry 285 on Improper Access Control (Authorization)
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OWASP

* OWASP CSRF Article

* OWASP CSRF Prevention Cheat Sheet

®* OWASP CSRFGuard - CSRF Defense Tool

® ESAPI Project Home Page

® ESAPI HTTPUtilities Class with AntiCSRF Tokens
®* OWASP Testing Guide: Chapter on CSRF Testing
®* OWASP CSRFTester - CSRF Testing Tool
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®* CWE Entry 352 on CSRF
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OWASP

* Good Component Practices Project

FoAth

¢ The Unfortunate Reality of Insecure Libraries

* Open Source Software Security

* Addressing Security Concerns in Open Source Components

* MITRE Common Vulnerabilities and Exposures

* Example Mass Assignment Vulnerability that was fixed in
ActiveRecord, a Ruby on Rails GEM
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OWASP
* OWASP Article on Open Redirects

* ESAPI SecurityWrapperResponse sendRedirect() method
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* CWE Entry 601 on Open Redirects
* WASC Article on URL Redirector Abuse

* Google blog article on the dangers of open redirects
* OWASP Top 10 for .NET article on Unvalidated Redirects and

Forwards
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